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It can often seem time-consuming when dealing with multiple 
devices, online accounts and subscriptions, passwords and 
software. However, it is essential to follow security measures 
when surfing the internet in order to protect you and your 
families’ privacy and personal information, and keep your devices                                                        
working efficiently.

A url is what you see in the address bar at the top of a webpage. 
• Always make sure that this starts with https:// - especially 

when entering personal information. The ‘s’ stands for secure 
and ensures that information provided to the site is encrypted. 
This means no one else is able to access it.

• If a website does not have https://, do not enter any personal 
information as it may not be a secure network and third 
parties may be able to access your data

URLs

Glossary:
Malware - software designed to damage your computer

Phishing scam - fraudalent attempt to steal sensitive information

Spam - unsoliciated, undesired emails

Virus - hidden computer program that causes harm by copying 
itself and inserting them in other programs
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PASSWORDS
It’s incredibly frustrating when you have to 
memorise various passwords and find yourself 
forgetting which one is for each website or 
account. Despite this, it is always recommended that you:
• Create unique passwords for each site.

• Don’t make the password too short (at least eight characters).

• Include a combination of uppercase and lowercase letters, 
spaces, special characters and numbers.

•     Alternatively, use a long sentence 
that is memorable for you but that can’t 
be guessed easily by others
e.g. iwannabeunderthesea

We’re all guilty of joining wifi 
connections, especially if we 
are able to access an internet 
connection for free without a password. 
• Just be wary that some of these may put 

malware or a virus on your device.

• If your device has Bluetooth or AirDrop available, turn 
these off when you’re not using them – this will also help to 
preserve battery.

WIFI
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EMAILS
It can be easy to get caught out by spam and 
phishing scams. If you receive an email that 
looks suspicious or is from a company that you 
have provided sensitive information to in the 
past, make sure you look out for the signs that 
it is fake!
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• Click on the email sender and see their address. Often, 
phishing scams are from addresses of random letters.

• Most businesses will adopt a professional tone and display 
a high standard of English. It is unlikely they will use emojis, 
exclamation marks, or other icons. 

• Any links that are written as ‘http://’ should not be trusted as 
these are not encrypted (so your personal information isn’t 
safe)

• If you have any reason to be suspicious, DO NOT click any 
links. If you are worried about an email you have received, 
forward it onto the company’s phishing email address so they 
can investigate, and/or call them to double check.

• Remember: A bank will never ask for personal information 
via email. If they have an issue with your account, they will 
call you! Any email from your bank should also display your 
postcode (usually at the top). 
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To find out more about Digital Families and access 
further primers and activity guides, please visit:

www.digitallyfamily.com

Twitter: @digitallyfamily

http://www.digitallyfamily.com
http://www.twitter.com/digitallyfamily

